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The spectrum of data use: from care to research
Individual level health data

Population level health data

Big health data

EHR systems, apps, sensors, genomics,
Clinical Decision Support, AI

EHR systems, regional & national
eHealth infrastructures

national & international research
infrastructures,
federated query platforms
+ cross-sectoral services

Used for:
• Health status monitoring
• Continuity of care (including the patient
and caregivers)
• Care pathway tracking, clinical work ow
management
• Real-time feedback and guidance to
patients and clinicians
• Personalised medicine
• Disease interception, prevention and
wellness

Reused for:
• Quality and safety, care pathway
optimisation
• Medical device and algorithm
re nement
• Pharmacovigilance
• Public health surveillance
• Public health strategy
• Health services and resource
planning

Reused for:
• Digital innovation: devices,
sensors, apps
• AI development
• Personalised medicine and biomarker research
• Diagnostics development
• Drug development
• Disease understanding and
strati cation
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Data can improve patient outcomes, foster research and accelerate
the development of new health services only if it is shared between
stakeholders and reused while respecting privacy, strengthening
people’s control over their data and guaranteeing transparency.
The working paper from the Finnish Innovation Fund Sitra provides
guidelines for the future strategic use of sensitive data within European
health systems. It addresses ethical, legal and self-regulatory
frameworks for balanced data ecosystems, discusses the current
challenges and establishes a set of recommendations for a new health
and well-being data paradigm.

The Sitra report highlights some
important challenges
• Heterogeneous legislation
• Data incompatibility
• Delays in digitalisation
• Digital literacy
• Support for innovation
• Lack of trust and transparency
• Emerging threats
• Public health crises
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Demand driven push for interoperability

Citizen demand

Demand for reliable and
trusted apps and wearables
Demand for interoperable EHRs

Market response

e.g. value
propositions and
business models
for SMEs
e.g. interoperability
certification for
citizen-facing
digital solutions
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Example data quality issues from hospitals

34% of weight errors led to medication-dosing errors
48% of these patients required additional
monitoring, examination or treatment

Data quality variation across example EU hospitals
- the data most needed for clinical research
(partial table)

• Most EHR data is captured by busy junior staff, using various EHR systems
• Staff have no access to training in data quality
• Patients also have no training! (but their data is becoming increasingly important)
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The FAIR principles: a commitment by data sources
▪ Data must be Findable
▪ a searchable method to discover resources, with standardised metadata and a
repository identifier

▪ Data must be Accessible
▪ retrievable metadata, and potentially retrievable data via appropriate protocols
and controls

▪ Data must be Interoperable
▪ metadata is standardised, data conforms to relevant published standards

▪ Data must be Reusable
▪ there is transparency about the terms under which the data may be reused
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Data sharing agreements protect all parties
Data sources

Research purposes and protocol
Data speci cation and access
Measures to protect privacy

Code of
Practice

Federation
data sharing
agreement

Data enrichment
Handling of analysis results
Agreeing recognition and reward
Demonstrating compliance

Data users
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Some “grey” GDPR compliance areas researchers
(and DPOs) struggle with
▪ Is new consent really needed when a large data set is reused? (every time?)
▪ How precisely should purpose be explained, when reuse is intended?
▪ How maximal can a data set for research reuse be?
▪ Can anonymised data retain one way linkage, for updates?
▪ What is acceptable anonymisation for rare disease groups, genomics, images…?
▪ What is required for a data set to be open?
▪ Can we have standards for what is “adequate” or “proportionate”?
▪ What data protection assurances can realistically be required, assessed, enforced?
▪ Can we create a level European playing field for those who wish to reuse data?

We should strive for an EU aligned code of practice
The Data Governance Act may help
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The challenge with gaining public acceptance of health data reuse
Individual level health data

Population level health data

Big health data

EHR systems, apps, sensors, genomics,
Clinical Decision Support, AI guidance

EHR systems, regional & national
eHealth infrastructures

national & international research infrastructures,
federated query research platforms
+ cross-sectoral infrastructures & services

Used for:
• Health status monitoring
• Continuity of care (including the patient and caregivers)
• Care pathway tracking, clinical work ow management
• Real-time feedback and guidance to patients and clinicians
• Personalised medicine
• Disease interception, prevention and wellness
• Healthcare provider reimbursement

Reused for:
• Healthcare provider performance and planning
• Quality and safety, care pathway optimisation
• Medical device and algorithm re nement
• Pharmacovigilance
• Public health surveillance
• Public health strategy
• Health services and resource planning

Reused for:
• Disease understanding and strati cation
• Digital innovation: devices, sensors, apps
• AI development
• Personalised medicine and bio-marker research
• Diagnostics development
• Drug development

Decreasing public understanding of why and how data are used
Increasingly unfamiliar data users
Increasing distance of data results from the patient
Increasing time from data use to demonstrated value
Perceived lessening choice and greater cybersecurity risk = harder to trust
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(73%) and Belgians (68%) want to know everything about their genome and also want to share that information
with their families (76% and 69% respectively) and with academic researchers (58% for both). A desire to share
genome information with the pharmaceutical industry seemed to be less evident (40% and 41%)

ZOOM

PUBLIC OPINION IN THE EU

MY DNA, EVERYONE’S BUSINESS ?

I would like to know as much as
possible about my DNA
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I'm willing to share my genetic
information with my family

9
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I'm willing to share my genetic
information with pharmaceutical
companies

9

15
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I'm willing to share my genetic
information with academic researchers

n= 28,782
Weighted to be reprensentative of
the adult EU population

CITIZENS AND
THEIR GENOME
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genome science but experts on their own lives,
experiences and opinions. These citizens spent three
weekends in discussions, both as a group and also
Genome analyses are now taking place in daily
with stakeholders, people with personal experience
practice.
36 This creates possibilities in terms of
37
and genome experts.
prevention, screening and treatment of diseases.
In their
That is true even
today,
for
example
for
people
with
a
39
29citizens’ recommendations they encourage
policymakers, people working in this area and all
rare disease or patients with cancer. Tomorrow there
stakeholders to set a timeline for change, looking
will be many more.
towards a future in which genome medicine is widely
However, these analyses do raise questions. What do
36I want to know about my genome, which means all 40supported by society.
the genetic material that I received from my
“We must answer the legitimate
biological parents? What medical and non-medical
41
28
applications do we want to be supported? Who are
questions of citizens with conviction
we willing to share our genome data with? And for
and confidence. Should we fail to do so,
what purposes? Is privacy an issue?
In the fall of 2018 the KBF and Sciensano organised
we could
37
21 lose all credibility and
an in-depth citizens’ forum on the use of genome
goodwill towards genome science.”
data: 32 men and women, across the age spectrum
39 not experts in
and from diverse backgrounds,
Reflection on18
the citizens’ forum by the support committee.

AT A GLANCE
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Until recently a genetic analysis involved only one or
12 of genes. With technological
29
a limited number
progress, today hundreds of genes or even an entire
genome can be analysed all at once. This is done
both in hospital laboratories and genetics centres
and also by commercial companies.
The Belgian Health Care Knowledge Center (KCE) in
its report ‘The use of Whole Genome Sequencing in
Clinical Practice; Challenges and Organisational
considerations for Belgium (2018)’ mainly discusses

40

Tend to disagree

60

Don't know

Applications for
genome analysis

Research
https://www.kbs-frb.be/en/Activities/Publications/2019/20190820ND

the organisational aspects of full sequencing. It
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interpretation and communication of results, data

80privacy

Tend to agree

and

the

100

creation

of

an

optimised

does not address any ethical questions. The ethical,
legal and societal questions were entrusted to the
Citizens’ Forum, at the request of the Federal
Minister of Public Health.

Strongly agree

Diagnosis of rare and complex hereditary diseases
(heart disease, epilepsy, cognitive impairment etc.)
Prenatal and neonatal screening (NIP test, heel prick etc.)
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Citizens’ Juries have highlighted…

…that the public are concerned about the use of
health data even if their identify is not exposed
https://onlinelibrary.wiley.com/doi/full/10.1002/lrh2.10200
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Transparency about the uses of health data

https://datasaveslives.eu
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How do we reach societal acceptability?
▪ Data protection regulations prioritise the rights of the individual to privacy
▪ Clinical research can bring important benefits to society
▪ Many surveys indicate patients are in favour of their data being re-used
for research
▪ But the GDPR hype sometimes breeds fear (public, DPOs, CEOs…)

▪ The public need greater transparency about why and how health data are
used, safeguarded, and the benefits of that use
We need to find the right balance between the rights of the individual
and the benefits for society
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A holistic approach is needed

Public perceptions,
preferences, priorities

Showcasing the bene ts of
research using health data

Capturing the outcomes
from data use

De ning the elements of
trust

Consensus on
- kinds of health data
- purposes of use
- types of user

Principles,
codes of conduct,
security controls

Assuring the
trustworthiness of data
custodians and data users

Transparency in the uses
of health data
Evidence and accountability
to the public and professionals
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