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The spectrum of data use: from care to research
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Individual level health data 

EHR systems, apps, sensors, genomics,

Clinical Decision Support, AI

Used for: 
• Health status monitoring

• Continuity of care (including the patient 

and caregivers)

• Care pathway tracking, clinical workflow 

management

• Real-time feedback and guidance to 

patients and clinicians

• Personalised medicine

• Disease interception, prevention and 

wellness

• Healthcare provider reimbursement

Population level health data 

EHR systems, regional & national  
eHealth infrastructures

Reused for: 
• Healthcare provider performance 

and planning

• Quality and safety, care pathway 

optimisation

• Medical device and algorithm 

refinement

• Pharmacovigilance 

• Public health surveillance

• Public health strategy

• Health services and resource 

planning

Big health data 

national & international research 
infrastructures,  

federated query platforms

+ cross-sectoral services

Reused for: 
• Epidemiology

• Digital innovation: devices, 

sensors, apps

• AI development

• Personalised medicine and bio-

marker research

• Diagnostics development 

• Drug development

• Disease understanding and 

stratification



Big health data sharing initiatives
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• Myriad of initiatives to share health data across jurisdictional, institutional and domain borders: 

• Sharing data for cross-border care or for research 

• Emerging paradigm for analysing personally-identifiable health data:  

• federated infrastructure model: network of repositories with an overarching governance and interoperability layer

EU RD Platform

Research	
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Slide originally created by Oliver Zobell and Stefan Bujok



European Health Data & Evidence Network (EHDEN)
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European Strategy for Data 

Data can flow within the 
EU and across sectors  

European rules and values 
are fully respected 

Rules for access and use of data are 
fair, practical and clear & clear data 
governance mechanisms are in place   

A common European data space, a single market for data

Availability of high quality data 
to create and innovate

Slide courtesy of Ceri Thompson, DG CNECT, EC
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Sponsored by:

Multi-stakeholder consensus recommendations to maximise the acceptance and value of the EHDS

Digital Health 
Society & the 
European Institute 
for Innovation 
Through Health 
Data Calls to Action 
on Health Data 
Ecosystems 
This contribution summarises the outcomes 
of two recent multi-stakeholder consultations 
to examine the acceptance criteria for societal 
trust in the use of health data and a recipe for 
trustworthy digital health: standards, architec-
ture and value. 

The Round Tables were developed and con-
vened by DHS and i~HD neutrally and inde-
pendently from the event sponsors, Johnson & 
Johnson and Microsoft. Each meeting was at-
tended by around 27 online participants from 
EU institutions, national governments, industry, 
academia, hospital management,, healthcare 
professionals, regulators and patient represen-
WDWLYHV��'*�6DQWH�DQG�&RQQHFW�RɝFLDOV�FRQWULE-
uted to both events. 

The recommendations and calls to action 
arising from these events were presented to a 
large online audience at the Digital Health 
Society Summit in November 2020 and 
discussed by a multi-stakeholder panel. This 
document presents the calls to action and the 
two round table reports.

The recommendations cover the following 
key themes.

Raise the digital, 
literacy & skills of all 
stakeholders

Generate and value 
trustworthy Real 
World Evidence

Accelerate 
interoperability across 
Europe and globally

Demonstrate 
EHQHȴWV�WR�VRFLHW\�
from data access, 
use and reuse

Adopt a risk 
VWUDWLȴFDWLRQ�
approach

Build a trustworthy 
framework for data 
access and use

Adopt a 
transformational 
approach to 
health data
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Why do patients want to make more use of their own health data?
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Figure 1. Current data use context 
and future ambitions

The participants gave feedback about health data formats and 
health data types. They also emphasised the need for training 
programmes and on digital literacy.
 
Regarding the data formats in which they view their records, 
citizens/patients shared a concern about disjointed data stored 
across multiple locations that does not represent the whole picture 
of their health record and is stored in a variety of formats. 
Typically, data is only partially available digitally as an electronic 
health record (EHR) and is not always downloadable or user-
friendly to read and understand. Paper printouts are reported to be 
the conventional format in which many citizens/patients gain 
access to health records.

Data types to which citizens do not have access, but would like to 
access, include those items that currently help manage their 
personal care and lifestyle decisions but would also help them to 
understand the impact of the treatments they have received.

These data could include comparisons with aggregated data on 
their condition (derived anonymously from similar patients); 
epidemiological data; and data/outcomes from studies in which 
they have participated. All these data should be available in a 
form that is easily understandable by citizens/patients and using 
lay language.

In the reverse direction, patients and citizens can now collect a lot 
of personal health data, such as lifestyle and symptom tracking 
and self-management of conditions, that is not shared with their 
health professionals and not taken into account in care decisions 
and planning.

Citizen/patient 
contribution to the EHDS

Focus group participants were presented with a spectrum of data 
uses. These spanned insights that might directly influence and 
improve the care to individuals, populations or health systems, 
through to many kinds of research use. 

The summary of these discussions supported the 3-tier concept 
for health data use adopted by DHE: usage for provision of 
individual care; population level data supporting learning health 
systems; and big health data supporting innovation and research. 
There was a generally positive view on the part of participants on 
these three di!erent kinds of use, including the possibility that 
these uses would be supported in the future through the EHDS. 

DHE Consultation with 
  citizens/patients on the European       
   Health Data Space

Participants were asked whether and under what 
conditions they would be willing to contribute their data 
to the EHDS.

Virtual Focus Group of patient and citizen representatives, October 2020.  Digital Health Europe project.



The challenge with gaining public acceptance of health data reuse
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Individual level health data 

EHR systems, apps, sensors, genomics,

Clinical Decision Support, AI guidance

Used for: 
• Health status monitoring

• Continuity of care (including the patient and caregivers)

• Care pathway tracking, clinical workflow management

• Real-time feedback and guidance to patients and clinicians

• Personalised medicine

• Disease interception, prevention and wellness

• Healthcare provider reimbursement

Population level health data 

EHR systems, regional & national  
eHealth infrastructures

Reused for: 
• Healthcare provider performance and planning

• Quality and safety, care pathway optimisation

• Medical device and algorithm refinement

• Pharmacovigilance 

• Public health surveillance

• Public health strategy

• Health services and resource planning

Big health data 

national & international research infrastructures,  
federated query research platforms


+ cross-sectoral infrastructures & services

Reused for: 
• Epidemiology

• Digital innovation: devices, sensors, apps

• AI development

• Personalised medicine and bio-marker research

• Diagnostics development 

• Drug development

• Disease understanding and stratification

Decreasing public understanding of why and how data are used

Increasingly unfamiliar data users

Increasing distance of data results from the patient

Increasing time from data use to demonstrated value

Perceived lessening choice and greater cybersecurity risk = harder to trust



How do we reach societal acceptability?
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• Data protection regulations prioritise the rights of the individual to privacy 

• Clinical research can bring important benefits to society 

• Many surveys indicate patients are in favour of their data being re-used for 
research 
• But the GDPR hype sometimes breeds fear (public, DPOs, CEOs…) 

• The public need greater transparency about why and how health data are 
used, safeguarded, and the benefits of that use 

We need to find the right balance between the rights of the individual and 
the benefits for society


