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Poll question for the start
• How important will citizen-generated health data be to
public health decision making five years from now?
• Score 1-5

• How well do you think citizens trust public health agencies
with their data?
• Score 1-5
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mHealth is effective
• Remote tele-monitoring of patients
with heart failure improves cardiac
function, reduces heart failure severity
and improves patients’ physical and
emotional well-being, improves
quality of life and reduces future
hospitalisations

mHealth diagnostics for infections diseases

• In COVID-19, mHeath apps can
estimate the probability of infection
and help to prioritise diagnostic
testing in individuals whose data
suggests a moderate to high
probability of infection
Wood, C.S., Thomas, M.R., Budd, J. et al. Taking connected mobile-health diagnostics of infectious diseases to the field.
Nature 566, 467–474 (2019). https://doi.org/10.1038/s41586-019-0956-2
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90% of the data in the world today
has been created in the last 2 years
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Genomic data
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There will soon be
almost as many personal
assistant bots
on the planet as people

The Digital Citizen

Environmental data

Personal sensor data is
expected to grow to 90%
of all stored information
within the next decade

Mobile devices

> 1 billion people have
access to mobile
broadband internet
Bio-sensors

Clinical
applications
Social networks
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The spectrum of data use: from care to research
Individual level health data

Population level health data

Big health data

EHR systems, apps, sensors, genomics,
Clinical Decision Support, AI

EHR systems, regional & national
eHealth infrastructures

national & international research
infrastructures,
federated query platforms
+ cross-sectoral services

Used for:
• Health status monitoring
• Continuity of care (including the patient
and caregivers)
• Care pathway tracking, clinical work ow
management
• Real-time feedback and guidance to
patients and clinicians
• Personalised medicine
• Disease interception, prevention and
wellness
• Healthcare provider reimbursement

Reused for:
• Healthcare provider performance
and planning
• Quality and safety, care pathway
optimisation
• Medical device and algorithm
re nement
• Pharmacovigilance
• Public health surveillance
• Public health strategy
• Health services and resource
planning

Reused for:
• Epidemiology
• Digital innovation: devices,
sensors, apps
• AI development
• Personalised medicine and biomarker research
• Diagnostics development
• Drug development
• Disease understanding and
strati cation
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These are the stakeholders who have to work together
Public health
organisations
Publishers and
media

Regulators,
medicines agencies

Health ICT system
and platform
companies

Data brokers and
curators

Pharma, life
sciences, MedTech
and AI companies

Patient, carer, citizen
organisations

Health and care
providers and
professional bodies

academic research
centres
Healthcare funders,
HTA

Source: Proposing a common basis for health data access across Europe, 2021. DHS and i~HD
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(73%) and Belgians (68%) want to know everything about their genome and also want to share that information
with their families (76% and 69% respectively) and with academic researchers (58% for both). A desire to share
genome information with the pharmaceutical industry seemed to be less evident (40% and 41%)
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PUBLIC OPINION IN THE EU

MY DNA, EVERYONE’S BUSINESS ?

I would like to know as much as
possible about my DNA
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I'm willing to share my genetic
information with my family
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I'm willing to share my genetic
information with pharmaceutical
companies
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I'm willing to share my genetic
information with academic researchers

n= 28,782
Weighted to be reprensentative of
the adult EU population

CITIZENS AND
THEIR GENOME
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genome science but experts on their own lives,
experiences and opinions. These citizens spent three
weekends in discussions, both as a group and also
Genome analyses are now taking place in daily
with stakeholders, people with personal experience
practice.
36 This creates possibilities in terms of
37
and genome experts.
prevention, screening and treatment of diseases.
In their
That is true even
today,
for
example
for
people
with
a
39
29citizens’ recommendations they encourage
policymakers, people working in this area and all
rare disease or patients with cancer. Tomorrow there
stakeholders to set a timeline for change, looking
will be many more.
towards a future in which genome medicine is widely
However, these analyses do raise questions. What do
36I want to know about my genome, which means all 40supported by society.
the genetic material that I received from my
“We must answer the legitimate
biological parents? What medical and non-medical
41
28
applications do we want to be supported? Who are
questions of citizens with conviction
we willing to share our genome data with? And for
and confidence. Should we fail to do so,
what purposes? Is privacy an issue?
In the fall of 2018 the KBF and Sciensano organised
we could
37
21 lose all credibility and
an in-depth citizens’ forum on the use of genome
goodwill towards genome science.”
data: 32 men and women, across the age spectrum
39 not experts in
and from diverse backgrounds,
Reflection on18
the citizens’ forum by the support committee.

AT A GLANCE
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Until recently a genetic analysis involved only one or
12 of genes. With technological
29
a limited number
progress, today hundreds of genes or even an entire
genome can be analysed all at once. This is done
both in hospital laboratories and genetics centres
and also by commercial companies.
The Belgian Health Care Knowledge Center (KCE) in
its report ‘The use of Whole Genome Sequencing in
Clinical Practice; Challenges and Organisational
considerations for Belgium (2018)’ mainly discusses
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Tend to disagree
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Don't know

Applications for
genome analysis

Research
https://www.kbs-frb.be/en/Activities/Publications/2019/20190820ND

the organisational aspects of full sequencing. It
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interpretation and communication of results, data

80privacy
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and

the
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creation
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an

optimised

does not address any ethical questions. The ethical,
legal and societal questions were entrusted to the
Citizens’ Forum, at the request of the Federal
Minister of Public Health.

Strongly agree

Diagnosis of rare and complex hereditary diseases
(heart disease, epilepsy, cognitive impairment etc.)
Prenatal and neonatal screening (NIP test, heel prick etc.)
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The challenge with gaining public acceptance of health data reuse
Individual level health data

Population level health data

EHR systems, apps, sensors, genomics,
Clinical Decision Support, AI guidance

EHR systems, regional & national
eHealth infrastructures

Used for:
• Health status monitoring
• Continuity of care (including the patient and caregivers)
• Care pathway tracking, clinical work ow management
• Real-time feedback and guidance to patients and clinicians
• Personalised medicine
• Disease interception, prevention and wellness
• Healthcare provider reimbursement

Big health data
national & international research infrastructures,
federated query research platforms
+ cross-sectoral infrastructures & services

Reused for:
• Healthcare provider performance and planning
• Quality and safety, care pathway optimisation
• Medical device and algorithm re nement
• Pharmacovigilance
• Public health surveillance
• Public health strategy
• Health services and resource planning

Reused for:
• Epidemiology
• Digital innovation: devices, sensors, apps
• AI development
• Personalised medicine and bio-marker research
• Diagnostics development
• Drug development
• Disease understanding and strati cation

Decreasing public understanding of why and how data are used
Increasingly unfamiliar data users
Increasing distance of data results from the patient
Increasing time from data use to demonstrated value
Perceived lessening choice and greater cybersecurity risk = harder to trust
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Some principles promoting trustworthy digital and data use
• Purpose must be clearly specified
• Parties who will access the data must be declared
• Permission must be obtained for any personal data use
• Protection of the data must be robust and audited
• Public transparency about why and how data is used
• Promote the benefits derived from digital public health
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i~HD has provided examples to Data Saves Lives
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Why do patients want to make more use of their own
health data?
DHE Consultation
with

citizens/patients on t
Health Data Space

Virtual Focus
Group
of patient
and citizen representatives, October 2020.
Figure 1. Current
data
use
context

Digital Health These
Europe project.
data
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could include comparisons with

Poll question at the end
• How important are these factors to win public trust in sharing
their data through public health agency digital applications?
• Vote for the two you feel are the most important
• Specifying a narrow range of data use purposes
• Promising to only use anonymised data
• Declaring which other agencies will be able to access the data
• Publishing openly how the data has been used
• Providing guidance back to individuals through their apps
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