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2

Should	I	include	Ragnar’s	photograph,		
and	any	biographical	bullet	points?
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Several	slides	setting	the	context	for	health	data		
- My	purpose	with	these	slides	is	to	sell	“why”	
before	selling	“how”		

- Why	is	it	important	that	we	make	more	use	of	data,	
for	patient	care,	health	service	improvement,	
research	and	to	involve	patients	more	in	their	care.	
There	are	probably	too	many	slides,	and	I	would	
value	your	guidance	on	how	much	of	my	talk	I	
should	dedicate	to	selling	the	importance	of	health	
data	before	we	get	into	why	standards	are	needed.



Health system sustainability and resilience 
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Economic	context:	

• Legacy	of	the	crisis:	high	debts	and	deficits	

• Continued	increases	in	public	health	spending	anticipated	

• Concerns	about	how	this	will	be	paid	for	(sustainability	of	public	finances)	

Population	health:	

• Ageing	and	rising	levels	of	chronic	disease	and	comorbidity	

• Public	health	problems	and	inequalities	

Health	systems:	

• Challenge	of	responding	to	changing	population	needs	

• Need	for	structural	reforms	–	e.g.	integrated	care,	eHealth	

• Evidence	of	marked	variation	in	clinical	practices	and	significant	levels	of	
’waste’

Slide courtesy of Daniel Furby, FIPRA International



The impact of chronic conditions
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• 80% of EU spending on healthcare goes on the chronically ill 
• cardiovascular diseases alone cost the EU Economy €192 billion 

annually and accounts for 57% of healthcare costs 

• Home tele-monitoring pilots across 3 EC countries showed 
• 26% reduction in hospital days per patient 

• 10% overall cost savings through nurse remote support  

• 15% improved survival rates

Source: Dr Paul Timmers, European Commission





EHR trends
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• Patient-centred (gatekeeper?), life long records 

• Multi-disciplinary / multi-professional 

• Transmural, distributed and virtual  

• Structured and coded (cf. semantic interoperability)  

• More metadata and coding at a granular level!  

• Intelligent (cf. decision support), clinical pathways… 

• Predictive (e.g. genetic data, physiological models) 

• More sensitive content (privacy protection) 

• Integrative  

• Personalised 

Slide courtesy of Professor Georges De Moor, EuroRec



How do patients use digital health today?
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Track	health	state

Monitor	symptoms

Compare	with	others	

Learn	about	health	conditions,	treatment	options

Assess	impact	of	treatment

Document	side	effects

Set	personal	goals

Track	progress	towards	targets

Prevention	and	wellbeing

Activity,	sleep,	diet

Track	bodily	function
Adjust	dosage	to	fit	lifestyle

Know	what	to	discuss	with	clinical	team

Better	able	to	share	decision	making

Contribute	their	own	collected	data	to	research

Allow	their	clinical	data	to	be	used	for	research



Why do patients want to make more use of their own health data?
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Page 5.

Figure 1. Current data use context 
and future ambitions

The participants gave feedback about health data formats and 
health data types. They also emphasised the need for training 
programmes and on digital literacy.
 
Regarding the data formats in which they view their records, 
citizens/patients shared a concern about disjointed data stored 
across multiple locations that does not represent the whole picture 
of their health record and is stored in a variety of formats. 
Typically, data is only partially available digitally as an electronic 
health record (EHR) and is not always downloadable or user-
friendly to read and understand. Paper printouts are reported to be 
the conventional format in which many citizens/patients gain 
access to health records.

Data types to which citizens do not have access, but would like to 
access, include those items that currently help manage their 
personal care and lifestyle decisions but would also help them to 
understand the impact of the treatments they have received.

These data could include comparisons with aggregated data on 
their condition (derived anonymously from similar patients); 
epidemiological data; and data/outcomes from studies in which 
they have participated. All these data should be available in a 
form that is easily understandable by citizens/patients and using 
lay language.

In the reverse direction, patients and citizens can now collect a lot 
of personal health data, such as lifestyle and symptom tracking 
and self-management of conditions, that is not shared with their 
health professionals and not taken into account in care decisions 
and planning.

Citizen/patient 
contribution to the EHDS

Focus group participants were presented with a spectrum of data 
uses. These spanned insights that might directly influence and 
improve the care to individuals, populations or health systems, 
through to many kinds of research use. 

The summary of these discussions supported the 3-tier concept 
for health data use adopted by DHE: usage for provision of 
individual care; population level data supporting learning health 
systems; and big health data supporting innovation and research. 
There was a generally positive view on the part of participants on 
these three di!erent kinds of use, including the possibility that 
these uses would be supported in the future through the EHDS. 

DHE Consultation with 
  citizens/patients on the European       
   Health Data Space

Participants were asked whether and under what 
conditions they would be willing to contribute their data 
to the EHDS.

Virtual Focus Group of patient and citizen representatives, October 2020.  Digital Health Europe project.



10

Genomic data 

Population registries, 
Clinical trials databases

Bio-sensors
Clinical  

applications

Care pathways,  
decision support,  
trends and alerts

Mobile devices
Environmental data

Social networks

Health state

Health care request

Health problem
motivating treatment

Health problem not 
motivating treatment

Health condition

Health state

Activities to treat
health problems

Activities to
identify health conditions Assess needs

Plan 
activities

Perform 
activities

Evaluate

Assess needs

Plan 
activities

Perform 
activities

Evaluate

90%	of	the	data	in	the	world	today		
has	been	created	in	the	last	2	years

Personal	sensor	data	is	
expected	to	grow	to	90%		
of	all	stored	information		
within	the	next	decade	

>	1	billion	people	have		
access	to	mobile		

broadband	internet	

There	will	soon	be	
almost	as	many	personal	

assistant	bots		
on	the	planet	as	people

The	Digital	Citizen



How has “big” EHR data been used by health services?
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• Demonstrated health improvements through using data in 
one Learning Health System

33%	decrease	in	heart	disease	deaths

67%	decrease	in	pressure	ulcers

50%	decrease	in	septicaemia	deaths

50%	decrease	in	HIV	deaths



The spectrum of data use: from care to research
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Individual level health data 

EHR systems, apps, sensors, genomics,

Clinical Decision Support, AI

Used for: 
• Health status monitoring

• Continuity of care (including the patient 

and caregivers)

• Care pathway tracking, clinical workflow 

management

• Real-time feedback and guidance to 

patients and clinicians

• Personalised medicine

• Disease interception, prevention and 

wellness

• Healthcare provider reimbursement

Population level health data 

EHR systems, regional & national  
eHealth infrastructures

Reused for: 
• Healthcare provider performance 

and planning

• Quality and safety, care pathway 

optimisation

• Medical device and algorithm 

refinement

• Pharmacovigilance 

• Public health surveillance

• Public health strategy

• Health services and resource 

planning

Big health data 

national & international research 
infrastructures,  

federated query platforms

+ cross-sectoral services

Reused for: 
• Epidemiology

• Digital innovation: devices, 

sensors, apps

• AI development

• Personalised medicine and bio-

marker research

• Diagnostics development 

• Drug development

• Disease understanding and 

stratification
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The	next	messages	are	that	if	we	wish	to	make	more	
use	of	data	across	all	three	levels	of	the	last	green-
blue	slide,	we	need	to	join	the	dots	of	the	data.	
Several	stakeholders	have	a	common	interest	in	
interoperability.	These	slides	are	taken	from	a	new	
web	portal	my	institute	has	just	created	to	help	
explain	interoperability	and	standards	to	a	lay	
audience.	
Connecting	heterogeneous	data	sources,	whether	on	
a	local	level	for	patients	or	a	big	data	level,	is	
complicated,	labour	intensive	and	expensive



i~HD is a neutral, not-for-profit, European institute uniting stakeholders

14

Citizen and 
patient 

associations

Clinical and 
biomedical 
research 

companies

Health data 
aggregators 

and analytics 
companies

ICT 
companies, 
standards 
developers

Scientific 
centres, 

Reference 
Networks

Health system 
funders, care 

commissioners

Multi-national 
decision 
makers

Healthcare 
providers and 

provider 
organisations

to co-create solutions for:
• the capture and sharing of 

better quality health data 
• its trustworthy use for 

smarter health care and 
efficient research



i~HD Interoperability standards portal  
https://www.i-hd.eu/health-standards/
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i~HD Interoperability standards portal  
https://www.i-hd.eu/health-standards/
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Data harmonisation is time consuming and error prone
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Data custodians 
• Identify local concepts 
• Specify mappings 
• Define security

Community 
• Specify global and derived concepts 
• Define research groups

Local concepts Global concepts

Source: Rudi Verbeeck and Michel Van Speybroeck - Janssen



Essential needs for interoperability
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• Guideline and decision support systems, notification and alerting components, and 
analytic tools need to process integrated health data drawn from multiple EHR 
systems in a consistent manner 

• Intelligent personal health guidelines interoperating with PHRs and EHRs need to 
support the centring of care on patients 

• Health services, insurers and public health bodies need fine grained activity and 
outcome data to inform service planning, commissioning and prevention/wellness 
programmes 

• New generation personalised medicine needs to integrate EHRs with data from 
research: fundamental biomedical science, clinical and population health research, 
and clinical trials 

• All data uses, communication, sharing and analysis must comply with data protection 
laws and be secure: to the same standard across countries
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The	punchline	out	of	the	last	slide	is	that	we	need	
standards.		
The	next	few	slides	outline	what	standards	are,	in	
general	terms.



What is a standard ?

20

• A standard is a document, established by consensus and 
approved by a recognised body, that provides, for common 
and repeated use, rules, guidelines or characteristics for 
activities or their results, aimed at the achievement of the 
optimum degree of order in a given context.  
• ISO 1992, ISO/IEC Guide 2 -Standardisation and related activities - general vocabulary 1996 

• An international standard is a standard adopted by an 
international standards organisation and made available to 
the public. 
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Scope and requirements

Use cases and interaction scenarios

Information models and semantics

Services, interfaces, messages

Health information 
requirements

Industry  
implementation 

experience

R&D 
results

Reference
implementation

Issues requiring 
further exploration

Education and 
promotion

The content of standards



Categories of standard
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• Legislative standards 

• produced by state elected or nominated representative groups e.g. SIS in Sweden 

• content is determined by consensus and then ratified by a formal vote of national member bodies 

• For European Norms published by CEN, implementation/conformance is required by all member nations 

• conformance is usually regulated 

• European Regulations 
• developed buy the European Commission following multi-stakeholder and open public consultations 

• ratified and published by the European Parliament 

• EU Member States are required to enact EU Regulations within national law, possibly with permitted derogations 

• Professional standards 

• developed and mandated internally by a registration authority to its members 

• Industry standards 

• development led by one or more companies 

• usually based on existing or imminent products 

• influence the marketplace through available products



Example interoperability standards relevant to the EHR
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Information models
EHR Reference Model openEHR and EN ISO 13606-1
HL7 Clinical Document Architecture
Clinical content model representation openEHR and EN ISO 13606-2 archetypes
ISO 21090 Healthcare Datatypes
ISO EN 12967-2 HISA Information Viewpoint

Computational services 
and message models

EHR Communication Interface Specification ISO/EN 13606-5
ISO EN 12967-3 HISA Computational Viewpoint
HL7 SOA Retrieve, Locate, and Update Service DSTU
HL7 FHIR

Business requirements  
and functions

ISO 18308 EHR Architecture Requirements
HL7 EHR Functional Model
ISO EN 13940 Systems for Continuity of Care
ISO EN 12967-1 HISA Enterprise Viewpoint

Privacy and security
EHR Communication Security ISO/EN 13606-4
ISO 22600 Privilege Management and Access Control
ISO 14265 Classification of Purposes of Use of Personal Health Information
ISO 27789 EHR Audit Trails

Clinical knowledge 
and content models

Terminologies:  SNOMED CT, LOINC, etc.
Clinical models:  Archetypes, Templates,  etc.
Ontology standards…
Genomic standards…
Metabolic standards….



EHR architecture building blocks
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Logical EHR model

Repository  
curation

Access control and privilege management

Audit 
trails

Standards conformant interfaces (EN ISO 13606)

Data entry and validation Query and retrieval

Clinical models and  
terminology
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Deep	dive	(1)	is	about	representing	and	exchanging	
clinical	(EHR)	data	
Why	is	it	challenging	to	represent	clinical	meaning	
within	EHRs	
Examples	of	the	kinds	of	standard	that	are	needed	for		
this	

Deep	dive	(2),	later,	will	look	at	security	standards



A diagnostic code for COPD might be entered in an EHR as:
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• a new diagnosis confirmed today as a result of lung function tests 

• a diagnosis suspected today on the basis of a possible history 

• one of a number of differential diagnoses being considered 

• the query diagnosis written on an order for lung function tests 

• a diagnosis excluded today on the basis of the tests 

• an incorrect diagnosis made by an inexperienced junior clinician 

• the indication for a flu vaccine 

• the condition from which the patient's mother suffers 

• a risk because of family history or lifestyle 

• a worry the patient has 

• because it has a higher reimbursement than asthma 

• a data entry error that has been corrected



To trust data in a shared record environment we also need to know:
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• Provenance 
• robust patient identification, handling duplicates, reliable cross-provider linkage 

• authorship and author credentials 

• date and time, date formats and time zone 

• data integrity: units of measurement, term lists and terminology systems, drugs databases… 

• Traceability 
• version history: confirming the latest version 

• reasons for changing records: typo correction, update, change of clinical opinion, disproved… 

• system, sub-system and repository history, system updates, roll back 

• Security 
• access controls 

• indelible audit trail 

• adequate protection and backup

Trustworthy data is needed for trusted use



ISO 18308 EHR architecture requirements
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  ISO/TS 18308 
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 ISO TC 215/SC  N  
Date:   2008-07-07  

ISO DIS 18308 draft 

ISO TC 215/SC /WG 8 

Secretariat:   ANSI 

Requirements for an Electronic Health Record Reference Architecture 

 

Warning 
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Recipients of this document are invited to submit, with their comments, notification of any relevant patent rights of 

which they are aware and to provide supporting documentation. 
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The EHR shall preserve any explicitly defined 
relationships between different parts of the 
record, such as links between treatments and 
subsequent complications and outcomes.

The EHR shall preserve the original data values 
within an EHR entry including code systems and 
measurement units used at the time the data 
were originally committed to an EHR system.

The EHR shall be able to include the values of 
reference ranges used to interpret particular 
data values.

The EHR shall be able to represent or reference 
the calculations, and/or formula(e) by which data 
have been derived.

The EHR architecture shall enable the retrieval 
of part or all of the information in the EHR that 
was present at any particular historic date and 
time. 

The EHR shall enable the maintenance of an 
audit trail of the creation of, amendment of, and 
access to health record entries. 



Standard information models, interoperability and semantics
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• A standard information model allows multiple data sources to be mapped to 
the same structure with content, context and relationships in a predictable form 

• e.g. the EN ISO 13606 Reference Model 

• Interoperability standards enable the detailed data in each data source to be 
more easily mapped to a common representation for exchange or remote 
querying  

• e.g. EHR archetypes, clinical models 

• Semantic interoperability is vital to ensure that the data values can be reliably 
interpreted 

• e.g. by using a terminology standard such as SNOMED CT, LOINC, ICD  

• e.g. by using medicinal product standards, imaging standards



Overview of assets used to represent clinical meaning
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SNOMED CT Starter Guide 
July 2014 
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Descriptions  

A set of textual descriptions are assigned to every concept. These provide the human readable form of a 
concept. Two types of description are used to represent every concept - Fully Specified Name (FSN) and 
Synonym.  

The FSN represents a unique, unambiguous description of a concept͛Ɛ meaning. The FSN is not intended to 
be displayed in clinical records, but is instead used to disambiguate the distinct meaning of each different 
concept. This is particularly useful when different concepts are referred to by the same commonly used 
word or phrase. Each concept can have only one FSN in each language or dialect. 

A synonym represents a term that can be used to display or select a concept. A concept may have several 
synonyms. This allows users of SNOMED CT to use the terms they prefer to refer to a specific clinical 
meaning. Concepts can have multiple synonyms, and the associated terms are not necessarily unique ʹ 
thus two concepts can have the same synonym term. Interpretation of a synonymous term therefore 
depends on the concept identifier. 

Each concept has one synonym which is marked as |preferred | in a given language, dialect, or context of 
use. This is known as the ͞preferred ƚĞƌŵ͟�and is a word or phrase commonly used by clinicians to name 
that concept. In each language, dialect or context of use, one and only one synonym can be marked as | 
preferred |.  Any number of other synonyms that are valid in a language, dialect or context of use can be 
marked as | acceptable |. 

Example of descriptions for a single concept (US - English) 

 

Concept Id Description Description type

myocardial infarction 
(disorder)

22298006

myocardial infarction

Infarction of heart

cardiac infarction

heart attack

myocardial infarct

MI ʹ Myocardial 
infarction

Fully Specified Name 
(FSN)

Synonym 

Acceptability
(US English Language Ref Set)

Preferred

Acceptable

 

ISO 13606-1:2019(E)
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5 Overview

5.1 Overview of the reference model
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Figure 1 — Reference model for EHR extract and demographics
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the main hierarchical organisation of the healthcare information being communicated. The blue classes provide 
a similar hierarchical organisation to the demographic information being communicated. The cream coloured 
����������������������������������������������������������������������Ǥ
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EN ISO 13606 EHR Communication standard (2019)
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• A means to exchange part or all of a patients EHR 
• between heterogeneous systems 

• within a federation of distributed EHR systems 

• Part 1: Reference Model 
• comprehensive, generic model for communicating part or all of an EHR, including context metadata 

• Part 2: Archetype Specification 
• constraint-based approach for defining clinical models that are built from the Reference Model - adopted from openEHR 

• Part 3: Reference Archetypes and Term Lists 
• initial set of archetypes mapping to other relevant standards 

• vocabularies for the Part 1 model 

• Part 4: Security 
• measures to support access control, consent and auditability of EHR communications 

• Part 5: Interface specification 
• message and service interfaces to enable EHR and archetype communication 



13606-1 Reference Model
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ISO 13940 System of concepts to support continuity of care (2015)
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I	will	not	try	to	explain	the	detail	on	the	next	slide,	but	use	it	
to	illustrate	that	if	you	bring	together	the	modelling	of	13606	
with	the	clinical	process	understanding	of	13940,	it	becomes	
possible	to	develop	clinical	documentation	patterns	that	can	
be	used	as	a	basis	for	more	domain	specific	clinical	models	
I	will	also	mention	the	international	patient	summary	is	
another	example	of	a	standard	that	is	becoming	widely	
adopted,	for	example	across	Europe,	and	where	Europe	has	
significantly	influenced	the	international	standard.	
But,	the	work	is	not	done!	Clinical	practice	embraces	many	
many	kinds	of	data,	and	a	lot	more	stakeholder	engagement	is	
needed	to	develop	many	more	clinical	models	that	can	help	to	
formalise	and	standardise	EHR	documentation.



Reference archetype combining 13606 and 13940
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ISO 13606-3:2019

Standards:

— ISO 13940:2015 Health informatics — System of concepts to support continuity of care

— HL7 FHIR: Observation resource, Condition resource.

Method for applying the standard(s)

This reference archetype conforms to the ISO 13940:2015 properties as indicated below.

Mind map:

URL: http://en13606.���Ȁ�����ϐ�cations.html

Attribute description:

Attribute Description
clinical process 

type

Specifying the type of clinical process that the concern holds information about.

Clinical processes are recommended to be categorized by the main health problem or prob-

lems the process handles

step in the clinical 

process id

This attribute is a specialization of the concept “health related period”.

Specifying the step/phase of the clinical process that the information in the clinical process 

concern is about.

�������������������������������������������ϐ������������������������������������������ϐ��������
of clinical process based on the clinical process model in ISO 13940. The steps are:

demand for care

healthcare needs assessment for investigations

care plan for investigations (planning, performing and evaluation)

healthcare needs assessment for treatment

care plan for treatment (planning, performing and evaluation)

clinical process evaluation

demand for care 

id

Identity of the demand for care, that has initiated the clinical process included in the clini-

cal process concern.

A demand for care initiates a clinical process. In a health record a repository of demands for 

care is needed for traceability to clinical processes and clinical process concerns.

clinical process 

concern

According to cluster for clinical process concern.

���������������������ϐ���������������������������Ǥ
������������������������������������������������������������������������������������������ϐ���
clinical process concern repository, which also is a basic component of a patient summary.

clinical process 

concern id

���������������������ϐ���������������������������Ǥ
In a health record the information in clinical process concerns should be possible to iden-

���������������ϐ��������������������������������������ǡ��������������������������������������
professional health record overview
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These	EHR	patterns	can	help	to	ensure	that	clinical	data	is	consistently	organised		
between	authors,	systems,	countries



Scaling up International Patient Summaries
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Vaccinations

Medications
Encounters

Identification Health problems

Implantable devices

Care team

Security preferences

Procedures

Treatment plan

Allergies

Great potential for care co-ordination  
and for learning health systems



Hypotheses, 
health issues 

(problems and 
diagnoses), risks

Treatment
Medication and prescriptions

Symptoms  
and history

Body physical 
examination findings

Procedures and operations

Conventional medical summary

Care planning

Advice and education

Chronic 
disease 

management
Tests and investigations

Self management and 
home monitoring

Protocols, guidelines, care 
pathways

Prevention and 
screening, 

population health 
measures

Communication, team-based collaboration

Well-being and fitness, 
rehabilitation after illness

Consent, permissions, disclosures, complaints

Social welfare, culture, religion, 
attitudes, expectations, hopes, 

fears

The EHR information landscape
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The EHR information landscape
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Treatment
Medication and prescriptions

Symptoms  
and history

Body physical 
examination findings

Procedures and operations

Hypotheses, 
health issues 

(problems and 
diagnoses), risks

Conventional medical summary

Care planning

Advice and education

Chronic 
disease 

management

Tests and investigations

Self management and 
home monitoring

Protocols, guidelines, care 
pathways

Prevention and 
screening, 

population health 
measures

Communication, team-based collaboration

Well-being and fitness, 
rehabilitation after illness

Consent, permissions, disclosures, complaints

Social welfare, culture, religion, 
attitudes, expectations, hopes, 

fears

Cardiovascular medicine

Mental health

Hospital admission
PRIORITY FOR INTEROPERABILITY

HIGH PRIORITY FRAGMENTS

General practice



An iterative, interactive standards development process is needed
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Clinician	and	patient	involvement

Technical	
specifications

Clinical		
specifications

Slide courtesy of Robert Vander Stichele

combine modelling, terminology, 
ontology & workflow 
representations to produce 
harmonised semantic resources

Research	and	public	health		involvement	
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I	have	three	optional	slides	next	about	data	quality.	This	is	not	
yet	a	standard,	but	an	important	trust	factor	in	reusing	data	
from	other	sources.		
This	is	an	area	that	could	be	considered	a	standards	gap,	
which	is	the	point	I	would	like	to	make.	I	would	like	the	
audience	to	see	that	the	process	of	developing	standards	in	
our	field	is	still	ongoing,	as	we	tackle	new	areas	that	need	
standardisation.	This	is	a	good	example	because	it	is	
absolutely	needed	and	there	is	now	enough	maturity	in	the	
field	to	standardise.	
But,	it	is	a	tangent	and	it	could	be	removed	if	you	think	it	
distracts	from	the	main	story	or	it	would	make	the	
presentation	too	long.



Example data quality issues from hospitals
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34% of weight errors led to medication-dosing errors
48% of these patients required additional  

monitoring, examination or treatment

Data  quality variation across example EU hospitals
- the data most needed for clinical research 

(partial table)

• Most	RWD	is	captured	by	busy	junior	staff,	using	various	EHR	systems	

• Staff	have	no	access	to	training	in	data	quality	

• Patients	also	have	no	training!		(but	their	data	is	becoming	increasingly	important)



Name Definition

Completeness Data values are present

Consistency
Data satisfy constraints (format, 
allowable ranges and values, 
domain rules, relations) 

Correctness
Values are true and unbiased with 
respect to their real-world state

Uniqueness Records representing a single 
patient are not replicated

Name Definition

Timeliness
Data is up-to-date to their real world state 
for the task at hand

Stability
Data inherent concepts and statistics are 
comparable among sources (hospitals, 
professionals, etc) and over time

Relevance Data are useful for their task

Contextualization Data are annotated with the acquisition 
context, their meaning and semantics

Trustworthiness
Data can be trusted based on the 
reputation of the stakeholders involved in 
their acquisition

Data quality dimensions

42
Slide courtesy of Pascal Coorevits, Ghent University & EuroRec 

and Carlos Sáez, Universitat Politècnica de València
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I	have	included	the	next	topic	as	one	of	two	examples	of	a	
European	Regulation	that	is	essential	to	protect	all	of	us	from	
inappropriate	uses	of	AI,	whilst	enabling	good	quality,	well	
developed,	AI	to	flourish.	
It	follows	from	the	data	quality	topic,	because	good	quality	
data	is	a	critical	success	factor	for	trustworthy	AI.
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A risk-based approach to regulation

Unacceptable risk
e.g. social scoring

High risk
e.g. recruitment, medical 

devices

AI with specific 
transparency obligations

͚/ŵƉĞƌƐŽŶĂƚŝŽŶ͛�;ďŽƚƐͿ�

Minimal or no risk

Prohibited

Permitted subject to compliance 
with AI requirements and ex-ante 
conformity assessment

Permitted but subject to 
information/transparency 
Obligations

Permitted with no restrictions

*Not mutually 
exclusive

EC Presentation - Shaping Europe's future - Kilian Gross
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Requirements for high-risk AI (Title III, 
chapter 2)

Use high-quality training, validation and testing data (relevant, representative etc.)

Establish documentation and design logging features (traceability & auditability) 

Ensure appropriate certain degree of transparency and provide users with information
(on how to use the system)

Ensure human oversight (measures built into the system and/or to be implemented by 
users) 

Ensure robustness, accuracy and cybersecurity

Establish and 
implement risk 
management 

processes
&

In light of the 
intended 

purpose of the 
AI system

EC Presentation - Shaping Europe's future - Kilian Gross
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I	now	want	to	move	to	the	second	deep	dive	topic,	which	is	
ensuring	data	protection	and	information	security.	
I	start	with	two	slides	showing	how	important	data	protection	
and	cyber	security	are	to	European	citizens.	
Then	I	would	like	to	introduce	the	second	EU	Regulation,	the	
GDPR,	using	one	diagram	which	focuses	on	its	principles.	
One	of	its	principles	emphasises	technical	security	measures,	
and	so	there	are	then	two	slides	about	security	standards,	one	
diagrammatic	and	one	is	a	list	of	standards	(mostly	involving	
Ragnar).	
My	last	slide,	13606-4,	will	be	presented	as	a	personal	thank	
you	to	Ragnar	who	provided	me	with	a	lot	of	guidance	and	
wise	advice	when	developing	this	standard.	
I	am	not	sure	what	might	be	an	appropriate	final	slide	to	close	
this	presentation,	perhaps	his	photograph?



Top 5 barriers reported in an EU public survey (2017) on transformation 
of health and care in the Digital Single Market
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• Risks of privacy breaches (65.89%) 

• Heterogeneity of electronic health records (58.24%) 

• Cybersecurity risks (54.42%) 

• Lack of technical interoperability (48.46%) 

• Data quality and reliability  (45.32%)

Source: Khali Rouhana, Deputy Director General, DG CONNECT



The challenge with gaining public trust of health data use
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Individual level health data 

EHR systems, apps, sensors, genomics,

Clinical Decision Support, AI guidance

Used for: 
• Health status monitoring

• Continuity of care (including the patient and caregivers)

• Care pathway tracking, clinical workflow management

• Real-time feedback and guidance to patients and clinicians

• Personalised medicine

• Disease interception, prevention and wellness

• Healthcare provider reimbursement

Population level health data 

EHR systems, regional & national  
eHealth infrastructures

Reused for: 
• Healthcare provider performance and planning

• Quality and safety, care pathway optimisation

• Medical device and algorithm refinement

• Pharmacovigilance 

• Public health surveillance

• Public health strategy

• Health services and resource planning

Big health data 

national & international research infrastructures,  
federated query research platforms


+ cross-sectoral infrastructures & services

Reused for: 
• Epidemiology

• Digital innovation: devices, sensors, apps

• AI development

• Personalised medicine and bio-marker research

• Diagnostics development 

• Drug development

• Disease understanding and stratification

Decreasing public understanding of why and how data are used

Increasingly unfamiliar data users

Increasing distance of data results from the patient

Increasing time from data use to demonstrated value

Perceived lessening choice and greater cybersecurity risk = harder to trust



What is required of data “controllers” (who collect, hold and use data)
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(a) Data must be 
processed lawfully, 

fairly and 
transparently

The Controller is 
required to 

demonstrate that 
they have 

adhered to these 
six principles

(b) Data must be 
collected for 

specified, explicit 
and legitimate 

purposes

(c) Data must be 
appropriate for the 

purposes and 
limited to what is 

needed
(d) Data must 

be kept 
accurate and 

up to date

(f) Data must be 
protected with 

appropriate 
security 

measures

(e) Data must be 
kept in an 

identifiable form 
for no longer than 

is necessary

People	must	be	informed	why	and	about	
how	and	how	long	their	data	will	be	used	
or	stored,	and	the	data	controller	must	
follow	the	commitments	it	has	made

Data	may	only	be	collected	and	used	for	
purposes	that	have	been	specified	and	

agreed	to	in	advance

The	data	controller	should	only	collect,	
keep	and	use	the	data	that	is	needed	for	
the	agreed	purposes,	and	no	additional	
data.	The	data	should	only	be	kept	for	as	
long	as	necessary	for	the	stated	purpose

The	data	controller	should	make	every	
reasonable	effort	to	keep	their	data	up	to	
date,	including	allowing	data	subjects	to	

correct	errors

The	identity	of	each	data	subject	should	be	
kept	with	the	rest	of	the	data	while	this	is	
necessary,	and	afterwards	removed	so	the	

data	becomes	de-identified

Technical	security	measures,	and	rules	
about	the	conduct	of	personnel,	should	
be	adopted,	to	the	extent	that	is	suitable	

for	the	risks	that	may	arise



51

1. Confirm the identity of the person 
logging in

2. Check what permissions they 
have, and grant access only to what 

is allowed

3. Ensure all data and 
communications are protected from 

unauthorised interception

4. Keep a tamper-proof record of all 
user activity, and the source data

Identification, authentication

Authorisation, privilege management, 
permissions, access policies

Encryption, Firewalls, Anonymisation, 
Pseudonymisation

Audit trails, secure archiving



Examples of ISO security standards
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• Principles and data requirements for consent in the collection, use or disclosure of 
personal health information  

• Classification of purposes for processing personal health information 

• Privilege management and access control (3 part standard) 

• Functional and structural roles 

• Electronic health record communication: security 

• Public key infrastructure (Digital Signatures, Authentication) 

• Audit trails for electronic health records 

• Security requirements for archiving of electronic health records (Principles, Guidelines)  

• Guidelines on data protection to facilitate trans-border flows of personal health 
information



EN ISO 13606 Part 4: the security of EHR communication
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	������ͳ�Ȅ����������������ϐ�����������������Ǧ��������������������������������������
this document

The EHR Requester, EHR Recipient and Audit Log Reviewer might be healthcare professionals, the 
�������ǡ� �� ������ ��������������� ��� �������� ������ ����� ���ϐ������� �������������� ��� ������� �����������
�����������Ǥ�������������̴�������������������������ǡ������������ǡ������������������ϐ�����������������
the disclosure to match the privileges of the recipient. This aspect of access control is discussed later in 
this introduction (all parties shown here will need to maintain an audit log, not just the EHR Provider. 
However, for readability the other audit log processes are not shown or described here).

��������������������������������������������ϐ�������Figure 1.

0.3.2   Request EHR data

This interaction is not always required (for example, EHR data might be pushed from Provider to 
������������� ����������������������������������ȌǤ������������� ������������������� �������������ϐ�������
���ϐ����������������������������������������������������������������������������������������������ǡ����
populate an audit log, and provide the appropriate data to the intended Recipient. In some cases the 
EHR Requester might not be the same party as the EHR Recipient – for example a software agent might 
��������������ϐ�������������������������������������������������������������������Ǥ�������������������������
EHR Recipient’s credentials that will principally determine the access decision to be made.

An EHR request might need to include or reference consents for access and mandates for care, for 
example by providing some form of explicit consent from the patient, or a care mandate.

The negotiation between Requester and Provider of EHR data will increasingly be automated, and 
����������������������������������������������������������ϐ���������������������������������������������
negotiation.

������������������������������������������������ϐ���������������������̴���̴������������������������
��ϐ������������ͳ͵ͲǦͷǤ
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Figure 5 — UML representation of the access policy model

Access policy model properties

7.2.1 Access policy

Term: access policy

��ϐ�������ǣ����������������������������������ϐ���������������������������������

Class name: ACCESS_POLICY

Description:��������������������������������������������������ǡ�����������������������������������ϐ��������
of permissions or denials to process part or all of an EHR (the rules within a policy), for communication 
within an EHR_EXTRACT or through some other agreed format and channel.

Attributes

# Attribute name Datatype Description

1 policy_id II[1] �����������������ϐ������������������ǡ��������������
referenced from COMPOSITION instances within an 
EHR_EXTRACT

2 author II[1] �����������������ϐ�������������������������������������-
ating this policy, which might be the patient, a related 
party, a healthcare professional or another authorised 
������Ǥ�����������ϐ���������������������������������
ȋ���������Ȍ������ϐ�������������������
������̴��-
TRACT.

3 date_committed TS[1] ��������������������������������������������ϐ�������
����������������������ϐ������������������������������
service or repository from which it could function.

4 previous_version II[0..1] The policy_id of an instance of a policy that this policy 
replaces.

5 effective_start TS[0..1] �������������������������������������������������ϐ�����
intended to apply.
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��ϐ�������ǣ base component documenting the details of an attestation of a set of electronic health 
record components

Class name: ATTESTATION_INFO

Description: See ISO 13606-1for the documentation of this class.

The demographic extract to be included in an EHR audit log extract, shall include the information 
needed to identify all healthcare actors that are referenced from the EHR audit log extract.

Relationships

# Class name Aggregation of
1 0..1 ACCESS_POLICY 1..* ATTESTATION_INFO

7.3 Archetype of the access policy COMPOSITION

In order to enable access policy information to be included as part of an EHR_EXTRACT using the 
������̴���������� ���������ǡ� �� ������������ ���������� ���������� ��� ��ϐ����� ��� ���� ͳ͵ͲǦ͵Ǥ�
The communication of access policy information using a COMPOSITION conforming to that Reference 
Archetype is a method for meeting normal conformance to this document.

8 Representing audit log information

8.1 General

��������������ϐ����������������������������������������������������������������������������������������
EHR system that describes information that has been extracted and communicated from that system. 
It is not intended to be a computer security (forensic quality) audit log extract, but rather a way of 
communicating to a subject of care, or other appropriate parties, information about who has accessed 
that person’s electronic health record.

Figure 6 — UML model of the EHR Audit Log Extract
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In memory of Ragnar Nordberg
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Close	with	his	photograph?


