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Enriching knowledge and
enhancing care through health data

“We must learn from
health data to boost
health knowledge and
drive innovation”
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We are pleased to present the 2021 annual
report of the European Institute for
Innovation through Health Data. It has been
a breath-taking year in which we have grown
our team, welcomed new members,
developed new services, started new
projects, and run round tables and
workshops.

This will give us the opportunity to identify
European hospitals that are ambitious to
do more towards reusing health data.
Holding true to our mission of leveraging
co-operation and promoting best practices,
we plan to create a Network of Excellence
for hospitals, to support with expertise and
educational opportunities.

These are all summarised in this report, and
described in more detail on our website.

i~HD Academy

New members
We were delighted to welcome three new
corporate members in 2021: Microsoft,
Novartis and Takeda. We have worked with
colleagues in all three global companies for a
few years, and look forward to reaping the
fruits of a closer relationship through
membership.
IDHIS
Last year we formalised a radical update to
our assessment framework for health ICT
platforms which facilitate the use and
analysis of health data, e.g. to support clinical
trials and federated data research. In this
way, we want to create trust for GDPRcompliant and secure data exchange with
other health data stakeholders. This IDHIS
assessment framework and its corresponding
certificates are now ready for adoption.
EHR assessment and networking for
hospitals
In parallel, we have developed an assessment
for hospital electronic health record systems
to verify their digital maturity for efficiently
extracting data to be reused in clinical
research. This includes the ability of the
system to conform to regulatory
requirements and the quality of the data.

Through an EIT Health grant we have been
able, alongside several company and
academic members, to develop online
learning courses in health data quality,
electronic health records, data protection
and analytic methods for reusing health
data. These have been packaged and made
available online through our newly
launched i~HD Academy.
Recommendations through multistakeholder events
We were able to hold multi-stakeholder
events during 2021 which have been
written up as high-quality reports that you
can access and download from our
knowledge centre on our website. We have
provided a lot of this multi-stakeholder
consensus input to the European
commission which is developing its plans
for the European Health Data Space. We
also co-led a thread of work within the
eHealth Stakeholder Group to provide
recommendations to the European
Commission on the secondary use of data.
EU projects
We have been really pleased with the high
proportion of success we have had with
European Commission grant proposals, and
launched five new projects in 2021 in which
we provide data protection, data quality,

sustainability, multi-stakeholder consensus
building and other expertise areas. This is in
addition to many other projects we have
running right now, and of course new
proposals that we are busy writing, about
which we hope to hear some positive
results during 2022. These projects are vital
to us as an opportunity to learn about new
challenges and to develop new solutions, to
embed our existing good practice
approaches in multiple consortia, and of
course an important income stream for all
of our work.
Team
We have been fortunate in growing our
team, and wish especially to welcome Sara
supporting us with administration and
finance, Nathan with communications and
the website, and Jens having taken over
from Hannelore during 2021 on data
quality. In addition to the core team based
mostly in Gent, we have a wonderful
network of experts across Europe, whom
you can learn about from our website.
Through these experts who work part time
with us and part time for other

Professor Dipak Kalra
President

organisations, we are able to offer state-ofthe-art expertise and experience that
strengthens our reputation and allows us to
deliver very high-calibre inputs to projects,
initiatives, events and think-tank activities.
We are grateful to all of them, as well as to
our very dedicated core staff.
Looking ahead
The horizon looks even more exciting with
greater clarity emerging about the
European Health Data Space, the growing
engagement of patients and the public,
new areas for us to address like the ethics
and quality of AI, rare disease research and
data altruism to name just a few.
These evolutions bring about a growing
number of initiatives to which we can offer
collaboration and guidance. Together with
the opportunities starting to emerge for us
to reach out beyond Europe through new
global collaborations, 2022 and the next
few years hold promise of a lot more to
come!

Geert Thienpont
Managing Director

Health data has proved to be a crucial
enabler in the development of innovative
health, care and research solutions.
This process is accelerated by new digital
ways for collecting, storing, exchanging and
analysing health data, meaning it can be reused by the person who collected the
information but also by other clinicians,
researchers and health authorities.

Our holistic approach to health data
i~HD’s holistic view for endeavouring to
“get the most out of health data” is to focus
on:

We therefore help all players in the health
data ecosystem by flexing our five muscles:
convincing, connecting, creating, certifying
and catalysing solutions for the benefit of all.

“We promote, develop and
share good practices, tools and
quality assessments to maximise
community value from health
data for innovations in health,
care and
research.”
i~HD’s mission

How we are special
▪

We are a neutral, European, not-for-profit institute.

▪

We unite the community of health data stakeholders, so that they can learn from each other and
co-create approaches to tackle their common challenges.

▪

We connect a network of world-leading experts in the health data ecosystem.

▪

We focus on developing and promoting practical solutions.

Our unique Approach

Announcing the i~HD Academy
In 2021 we worked hard to prepare the i~HD Academy e-Learning Platform which
was launched in the first quarter of 2022. The i~HD Academy offers courses for
professionals in the health care sector and for researchers from the pharmaceutical
industry. Our e-Learning Platform enables data stakeholders to propel their health
data approach forward in a complex and evolving environment and is the perfect
complement to our tailor-made in-company tutorials.

Take your health data learning to the next level

1. The Health Data Quality Programme
This first programme of the i~HD Academy
e-Learning Platform delivers a
comprehensive series of online training
sessions that cover key aspects of the use of
health data in clinical research including
hospital information systems and electronic
health record, data protection regulations,
clinical research informatics, interoperability,
as well as data quality assessment and
monitoring in clinical trials.

learning materials provided by a
multidisciplinary consortium including
Sanofi, Janssen Global, AstraZeneca, Greater
Paris University Hospitals, University of
Rouen, Sorbonne University and i~HD.
Interested stakeholders
The programme has been designed for
professionals whose work involves handling
health data, representing:

Putting premium on the expertise of our
network

▪
▪
▪
▪

This front-runner educational programme is
supported by EIT Health and contains

the pharmaceutical sectors
the health care sector
academia and research centers
patient organisations.

This Programme includes three courses:
▪

Course 1: Patient Care & Electronic Health
Record (EHR)

▪

Course 2: Clinical Research and Clinical Research
Informatics

▪

Course 3: Introduction to Health Data Quality
and Data Protection

2. GDPR and Information Governance Programme
The GDPR & Information Governance Programme offers an exclusive insight into the GDPR’s impact on
health data-driven research and innovation. This Programme includes lectures given by an international
team of thought leaders who have experience in teaching and contribute to the i~HD innovative
European projects.

“We want to contribute to a world of
connected, competent and innovative
health data stakeholders”

Our eLearning Platform
▪

Pick the course you want to enrol in

▪

Learn at your own speed

▪

Rehearse as many times as you want
during 90 days of availability

▪

Videos

▪

Narrated presentations

▪

Assessment tools e.g. quiz

https://academy.i-hd.eu/

We will be adding new courses to our
Academy as well as updates and more
comprehensive contents for you to
broaden and deepen your health data
knowledge.
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Information Governance
The trustworthy use of health data is critical to scaling up data-driven innovation.
During 2021 we have continued to promote the importance of adopting good
practices in GDPR-compliant information governance issues. We have been active
during the year in delivering education, of greatest visibility a webinar programme
during the autumn and winter, developing an online learning module for the
i~HD Academy on GDPR and information governance, as well as leading and
contributing to multi-stakeholder consultations on the challenges and how to
address them.

Education
Many of our members and stakeholders report that GDPR compliance is especially challenging when
it comes to reusing data for research, where a number of different interpretations of the Regulation
are encountered and good practice can be challenging to define.
Thanks to a sponsorship grant from EIT Health we received as part of a consortium, i~HD developed
a GDPR compliance webinar series that was delivered over seven two-hour sessions in the second
half of 2021. We are grateful to 18 i~HD experts who contributed presentations and participated in
panel discussions, on a range of hot topics.
The webinar programme was promoted to all of our stakeholder community, including the consortia
of many of our research projects, and had around 140 participants. Our promotional pitch can be
seen below. The main talks (without audience visibility) have been recorded and have now been repackaged as an online course via our new Academy. We are presently planning some deeper dive
webinar topics for 2022.

Ensure adequate GDPR compliance
at all levels of your organisation
What you will learn
✓

How does the GDPR impact on the collection, storage and uses
of health data?

✓

What are the steps required to develop a GDPR-compliant
health data pipeline?

✓

How should you conduct a Data Protection Impact Assessment?

✓

What safeguards does the GDPR require when capturing, analysing or sharing data?

✓

What are good practices when wording consent forms, transparency notices?

✓

What code of conduct should your staff adopt when working with health data?

✓

How can you protect against data breaches and their stringent penalties?

✓

What are the best methods to anonymise health data?

✓

How to develop next generation data analytics complying with the GDPR with a view on the
forthcoming new AI Regulation and Data Governance Act?

Research
i~HD provides expert input to many European projects,
including some that started in 2021, to enable their consortia
to be GDPR compliant, to adopt good data management and
data sharing practices and to be ethical in their innovation
areas. Our main project contributions are:
▪

Conducting Consortium and Project-Wide Data
Protection Impact Assessments

▪

Establishing and running external Ethical Advisory
Boards

▪

Developing Data Management Plans

▪

Establishing Codes of Conduct

▪

Support with Data Sharing and Processing
Agreements

▪

Assessment of new and complex areas, including AI
and omics

We are active in the multi-stakeholder ecosystem helping to
shape good practices and future initiatives on health data
reuse.
We also provide advisory expertise and consultancy to other
initiatives and organisations.

International data protection experts
i~HD‘s team of international experts have experience in teaching and contribute to the i~HD innovative
European projects in various aspects of data protection and sharing.

Certification programme IDHIS
With more & more ICT systems collecting and exchanging health data, there is a
growing demand to demonstrate that those systems comply with the highest
information governance and GDPR standards. Organisations that want to foster trust
and generate value can rely on our IDHIS certification programme to evidence that
health data flows into and through their ICT platforms and systems in a protected,
secure and ethical manner.

Prove the integrity of your health ICT system

Developing a first-of-its-kind certification scheme
Our IDHIS certification programme audits the
conformity of data flows into, within and out of
health ICT systems against a unique set of
international criteria relating to privacy, ethics,
security and data protection.
Independent auditors use this set of criteria to
examine how organisations govern their staff and
the processes, tools and practices that are in force
by testing the resulting ICT systems.
In 2021 we finalised the development of our IDHIS
certification criteria set and audit scheme so that our
programme is ready for accreditation by Belac
(Belgian Notified Accreditation Body) during the first
semester of 2022.

“We assess the privacy,
security and data protection
compliance of processes, tools
and practices in health ICT
systems.”

Ready for accreditation by Belac
The IDHIS scheme provides a detailed
description of the assessment and certification
process which complies with the strictest scheme
standard requirements.
The proof of concept of the IDHIS Scheme was
established during the trial audit of a Belgian
health ICT company executing patient support
programmes for different pharmaceutical
companies.

The 142 IDHIS assessment criteria cover:
▪ Accountability
▪ Transparency
▪ Information Security Management and
Implementation
▪ Audit Readiness
▪ Data Processing – Impact Assessments,
Minimisation, Accuracy and Retention
▪ Enforcement and Corrective Action
Capability

The IDHIS certification programme awards organisations that have an
information governance compliant health ICT system with a Certificate
(IG 2.0 / 2022) and thereby offers them evidence to boost the
confidence of their customers and users in the trustworthiness of their
product and data handling practices.

Gain trust and leverage the opportunities to conduct
real-world data research
This unique assessment framework covers the specific needs of each
sector in the health data ecosystem, including pharma, research
institutions, hospitals, health authorities, developers and vendors of
health ICT systems and medical devices.

“How can we balance the
need to reuse health data
with protecting people’s
privacy?”

Trustworthy and ethical use of health data: we are all involved!
Patients are willing to share
health data provided they trust
that their data is secure.

Healthcare providers expect
guarantees the external health
systems they connect with are
privacy compliant.

Health authorities want to
safeguard and endorse the
trustworthiness of digital health
solutions.

Clinicians want to give and
receive reassurance their data
system meets the highest
information governance and
data privacy requirements.

Research want to reassure all
data providers (citizens,
participants in clinical studies,
hospitals) of the robustness of
the data security measures in
their data systems.

Developers and vendors of
data-driven ICT systems, medical
devices and apps want to
convince both users and
commissioners of their
trustworthy data handling.

Data Quality
Using and reusing health data holds great promise for multiple stakeholders within
the health care ecosystem. But this ‘big data revolution’ has not yet reached its full
potential due to concerns related to the quality of the data. Ensuring high-quality
data seems evident and straightforward but unfortunately, everyday practice
proves this is not the case. Data quality, with all of its dynamic complexity, is
therefore amongst the most important real-world data challenges.

“Your health data must be of high quality
throughout the whole data life cycle.”

Education
Can we trustfully use and re-use health data?
In health care, enormous amounts of data are generated at every point of interaction. The main goal
of this health data is to provide high-quality patient care but also to support judicious decisionmaking and to re-use this data to further improve patient outcomes and to catalyse innovation.
Health care providers, patients and other stakeholders lack education and awareness of the
importance of high-quality, interoperable data and its trustworthy uses. That is why we have focused
on data quality when developing the first programme of our new i~HD Academy e-Learning
Platform.

i~HD Data Quality Diagnostic
Understand and improve your data,
verify that your datasets are fit for purpose
Your data must be fit for its intended purpose,
whether that is to enhance the quality of
clinical care or to boost clinical research.
That is why, in 2021, we developed the i~HD
Data Quality Diagnostic.
Since no universal rules can be formalised to
define high-quality data, we customise our
data quality services to the purpose and
specifics of your individual project, creating a
unique programme designed to answer all
data quality questions. After a health data
quality assessment, we provide you with a
comprehensive report, including visual and
descriptive interpretations by i~HD statistical
and medical experts.

“Given i~HD’s mission in health data
quality, it was quite obvious for us to
select i~HD as a preferred partner for
our hospital data quality strategy. It will
make us an even more attractive partner
for European research activities.”
Joan Comella, Director Vall d'Hebron
Institut de Recerca

eSource readiness survey for hospitals
Get noticed by research sponsors and boost your participation in clinical trials
Having health data of high quality is a prerequisite for
reuse, e.g. for clinical research. Extracting data in an
efficient and (semi)automated way is another needto-have requirement. To this purpose, hospitals need
a mature electronic health record system.
The ‘eSource readiness survey’ we have developed in
2021 enables hospitals to assess the digital maturity
of their EHR system to participate in clinical trials.
By completing this survey, they receive a scoring
index that helps them to identify any areas potentially
blocking their participation in research. i~HD assists
hospitals in defining the most appropriate
improvement strategy.
The survey is currently being completed by a wave of
European hospitals through a pair of projects, and will
then be scaled up.

Network of
European hospitals
Through the eSource readiness survey
we will identify a network of European
hospitals that are ambitious to do
more towards reusing their electronic
health record data for learning, quality
improvement and for research.
We plan to launch, during 2022 as
well, a Network of Excellence for
hospitals, to facilitate peer-to-peer
learning and sharing, and to support
this network with experts and
educational opportunities so that they
can accelerate.

Research
In 2021, i~HD provided expert input on data quality to different European projects. Some of these
projects are still running in 2022. Our main project contributions are:
•

EIT Health Campus: Where we designed a front-runner educational programme for
professionals to create and (re)use high-quality health data.

•

EFPIA Heart Failure: In this project, we identified the evidence gaps, barriers, and critical
success factors to accelerate a transition towards an outcome and value-based focus, using
and assessing data from patients with heart failure.

•

EU-Pearl: We lead the main governance work package of this project. We have specific
responsibilities in information governance and GDPR compliance, interoperability and data
quality, and contribute to other sustainability actions.

•

H2O: We are a work package co-leader working especially on the governance model, data
quality and sustainability of the planned H2O outcomes observatories, on multistakeholder
engagement and consensus-building, and information governance including GDPR
compliance.

Scaling up the Health Ecosystem
We know that everybody needs to do more, and invest more, in health
data through improved models of healthcare delivery, patient
empowerment, and the development of innovative diagnostics and
treatments. We help to stimulate this multi-stakeholder momentum to
collect, curate, share and analyse data across care and research, for the
benefit of all.

Reports and events
for the health data ecosystem
In addition to the practical guidance and resources
that we can deliver in topics like GDPR compliance,
data quality and the trustworthiness of ICT
platforms, there are many remaining challenges to
scaling up multi-stakeholder value from health data,
to improve care and accelerate research. We
therefore bring stakeholders together, often working
with other not-for-profit collaborators and
initiatives, to examine some of the harder challenges
and to co-create strategies that can tackle them.
Sometimes this results in recommendations or calls
to action. Sometimes, more humbly, it helps to
clarify the nature of the problem that will still need
to be addressed in the future. Some of our multistakeholder engagements have spanned more than
one meeting, occasionally over more than one year.
The reports shown on this page have been
published over the past two years, with our strong
involvement and with the collaboration of many of
our members and community.

DigitalHealthEurope project, coordinated by
empirica > European Health Data Space
o
o
o

Policy White Paper
Industry consultation
Patient and citizen consultation

Multi-stakeholder consensus events and reports 2020-21, jointly with the Digital Health Society,
sponsored by Microsoft, Johnson & Johnson and MSD

Resources
for the public, clinicians, researchers, policymakers …
During 2021 we have developed two resources regarding health data, intended for members of the public
and also a wide range of other health and research stakeholders who are not data experts. We feel it is
important that everybody understands about health data, and especially the benefits of learning from
health data.

We are delighted to have compiled an initial library
of 20 examples, case studies, of health data use
illustrating the benefits of learning from health data.
Most of these case studies are hosted on other sites
with whom we are pleased to collaborate. Our library
is therefore a searchable catalogue of case studies
that are hosted at a variety of other locations as well
as a few we have written ourselves. We will be
growing this library, year-on-year, to help showcase
the value that health data can bring to advance our
knowledge, contribute to the development of disease
insights, novel treatments, medical devices,
algorithms and best clinical practices.
www.i-hd.eu/case-studies

Through the DigitalHealthEurope project,
coordinated by our member empirica and involving
us through our sibling Institute EuroRec, we have
developed an interoperability and standards portal.
This helps to explain what benefits health data
interoperability brings, what standards are and
which bodies create standards. It also contains
examples of standards in use. We will be growing
this resource over the next year, explaining more
high-profile standards and case studies of how they
are used.
www.i-hd.eu/health-standards

New EU projects
i~HD is frequently asked to become involved in R&D consortia developing grant proposals to Horizon
2020, the Innovative Medicines Initiative, EIT Health, EFPIA and other research sponsors.
We are also sometimes approached directly to provide expertise in innovation initiatives.
These projects provide us with an opportunity to contribute our experience and solutions in data
protection, data quality, interoperability, the assessment of ICT products and services, consensus
building and more broadly across the health care and research ecosystems.
They are also an important income stream for our sustainability and for helping us to enrich our
programmes by co-creating innovative solutions within these consortia.
We have been fortunate in adding 5 new projects during 2021 to our running portfolio.

Health Atrial fibrillation
integrated approach in frail,
multimorbid and polymedicated older people s
and PsOriatic arthritis
ConsoRTium European
States

Atrial fibrillation integrated
approach in frail,
multimorbid and polymedicated older people

Objective: A sustainable knowledge base and
biological sample resource to accelerate
future research and development of
innovative personalised treatment strategies
in Psoriatic Arthritis

www.hippocrates-imi.eu
July 2021 – June 2026

i~HD contributions:
Information governance
GDPR
Data sharing
Sustainability

Objective: A multi-centre informatics driven
clinical study to validate the effectiveness of a
patient-centred, stratified care pathway for
older patients with multimorbidity that
includes atrial fibrillation

https://affirmo.eu
May 2021 – April 2026
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i~HD contributions:
Information governance
GDPR
Data sharing
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IND
on

A central repository of
digital pathology slides to
boost the development of
artificial intelligence

Objective: A scalable and sustainable medical
image platform utilising AI to improve
diagnostic accuracy, and enabling the future
development of AI algorithms

https://bigpicture.eu
February 2021
– January 2027

i~HD contributions:
Information governance
GDPR
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Objective: Developing trustable and
explainable AI for personalised decision
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You can consult1 the complete list of R&D and collaborative projects we are involved in through our
website.
www.i-hd.eu/rd-and-collaborative-projects

Events
2021 was another year where we continued to meet mainly virtually.
One highlight was the GDPR compliance webinar series we developed with the help of no less
than 18 i~HD experts. We presented this 7 session programme in the second half of 2021; it is
now available through our new i~HD Academy.
But each presentation, panel participation or keynote talk we had to opportunity to deliver in
external events was a highlight in its own respect as they represent opportunities to contribute to
the creation of a world that is more aware of, and more actively involved in better health data
reuse.
We have published most of our 2021 presentations (in PDF-format) on our website free for
consultation.
www.i-hd.eu/presentations

Team
Our team consists of highly-qualified professionals with a variety of profiles, which allows us to
successfully support both small and large-scale health data projects. In addition, we closely
connect to some 30 task force members and a large European network of experts and auditors.
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